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DIGITALIZATION OF MANAGEMENT IN THE SPHERE
OF STATE SECURITY: DATA, CYBERPROTECTION OF PERSONAL
INFORMATION IN PUBLIC ORDER PROTECTION PRACTICES

Modern problems of digitalization are changing approaches to ensuring state security and protecting public order.
The article examines how the use of digital data, analytical systems and technologies in the field of cyber protection
affects the work of bodies responsible for security and public order. In addition, attention is paid to the issues of
personal information security, data leakage risks and the need to comply with information security standards. An
analysis of the use of practical tools to increase the effectiveness of control, response and management decision-
making is carried out. The foundations of the use of practical tools necessary to increase the effectiveness of control,
response and management decision-making are determined. It is noted that the harmonization of digital technologies
and their protection contribute to strengthening trust in society, have a positive effect on improving the quality of
management and the level of public safety.

1t is established that digital transformation requires comprehensive coordination mechanisms between various
state institutions, because effective information exchange and integration of surveillance systems significantly
increase the ability of authorities to respond to violations in a timely and comprehensive manner. The development
and implementation of digitalization affects the emergence of new ethical and legal challenges related to control
over the use of algorithms, minimizing the risks of excessive interference in the personal lives of citizens, ensuring
the transparency of data processing.

It is emphasized that effective security management requires not only innovative implementation, but also the
formation of a culture of information responsibility, increasing the digital competence of employees and creating
a reliable regulatory and legal framework. The combination of these aspects affects the development of a holistic
digitally-oriented security system capable of resisting external threats and ensuring a high level of protection of
citizens.

Key words: digitalization, public administration, national security, personal data, cyber security, digital
technologies, electronic services, smart technologies.

Tlonuapyk B. JI. Hudposizauisa ynpasainas y cdepi gep:kaBHoi Oe3mekm: gaHi, Kidep3axucT i
3aXHCT NMePCOHANBLHOI iHopMalii B MpakTHKAX 0XOPOHHU IPOMAICHLKOT0 MOPSIAKY

Cyuacui npobremu yuposizayii sMiHIO0OMb NIOX00U Y 3a0e3neUeHH 0epAHCABHOT be3neKy ma OXOpPOHU ePOMA0-
CbKk020 NOPAOKY. Y cmammi po3eiiHymo K GUKOPUCAHHSA YUDPOBUX OAHUX, AHATIMUYHUX CUCEM A MEeXHON02Tl
y cpepi Kibepzaxucmy 6nauae Ha pobomy opeawis, 8i0nN08I0ANbHUX 30 Oe3neKy ma spomMadcbkull nopsook. Okpiu
moeo, y8azy NpudileHo NUMAaHHAM Oe3neKu nepcoHanbHol iHpopmayii, pusukam eumoKy OaHux ma HeoOXioHocmi
00OMPUMAanHs cmanoapmis iHgopmayitinoi besnexu. Ilpogedeno ananiz 3acmocy8ants NPAKMUYHUX IHCIPYMEHMIE
3 Memoio nid8uWeHHs epeKMUBHOCMI KOHMPOI0, Peacy8ants ma NPUUHAMM YNPAasniHCoKux piuens. Busnaueno
OCHOBU 3ACMOCYBAHHS NPAKMUYHUX THCMPYMEHMIB, HeOOXIOHUX 05l NiOGULeHHS eheKMUBHOCNI KOHMPOIo, ped-
2YBAHHS MA NPUUHANMSA YNPAGIIHCLKUX pillleHb. 3a3HaueHo, Wo 2apMoni3ayis yugpposux mexHoao2iti ma ix 3axucm
CHpUsIONY 3MIYHEHHIO 008IPU 8 CYCNITbCMEI, NOZUMUBHO BNIUBAIOMb HA NOKPAUeHHS AKOCMI YNPAGIIHHSA Ma Pi6HS.
2PoMaodCcvKoi besnexu.

Bemanosneno, wo yugposa mpancgopmayia nompebye KOMIIEKCHUX MEXAHI3MI8 KOOPOUHAYii Midic pisHUMU
0eparcasHuUMU IHCMUmMyyiamu, aodice eghekmugnuili 00MiH ingopmayiero ma inmezpayis cucmem CnOCMEPENCeHH s 3Ha-
YHO NIOBULYIOMb 30AMHICb OP2AHIB 81A0U CBOEYACHO MA 8 NOBHOMY 00CA3I peazyeamu Ha nopywenHs. Posgumox
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i 6nposadcenHs Yupposizayii naUBac Ha NOY HOBUX eMUYHUX MA NPABOGUX GUKIUKIG, NO8 SA3AHUX I3 KOHMPOLEeM
30 BUKOPUCTNAHHAM AI2OPUMMIE, MIHIMI3AYIEN0 PUSUKIE HAOMIDHO20 8MPYUAHHS 8 0CODUCTE JICUMMS SPOMAOSIH,
3abe3nevenHsM npo30pocmi 00poOKU OAHUX.

Hazonoweno, wo egpexmusne ynpasninna y chepi 6eznexu nompedye He nuuie iHHOBAYILIHO20 BRPOBAOICEHHS, d
il hopmysarms Kyibmypu iHpopmayiurol 6i0no8ioarbHOCI, NIOSUWEHHS YUPDPOBOT KOMNEMeHMHOCMI NPAYI6HUKIE
ma cmeopeHHIo HaAOIHOI HOpMaMUBHO-NPasogoi ochosu. CYyKYNHICIMb 3A3HAYEHUX ACNEeKMI8 6NIUBAE HA PO3GUNIOK
yinicnoi yugppoopicumosanoi cucmemu 6e3nexu, 30amHoi RPOMUCMOAMU 306HIUHIM 3a2po3am ma 3abe3neyyeamu
BUCOKULL PIBEHb 3AXUCTTY 2POMAOSH.

Knruosi crosa: yugposizayis, 0epoicagre ynpasiinus, HAYIOHATIbHA Oe3neKa, NepcoHaIbHi Oanti, Kibepzaxucm,

Yudposi mexHonozii, ereKmpOHHi cepeicl, CMaApPM-MexHON02I1.

Introduction. The digitization of public admin-
istration reinforces the need to make changes to
ensure security and public order. The use of inno-
vative technologies for data collection, processing,
and analysis contributes to more effective control,
timely response to threats, and sound management
decisions. For law enforcement agencies, the intro-
duction of digital technologies in the field of public
security is a necessary but complex process. This is
primarily due to the insufficient level of technical
equipment and staff qualifications, which compli-
cates the effective use of modern analytical sys-
tems, automated registries, and video surveillance.
The rapid growth in data volumes creates new
problems related to data leaks or the unauthorized
use of citizens’ personal information. This leads to
an increase in cyber threats and affects public trust
in state institutions that ensure public safety.

In the context of the Russian-Ukrainian war,
there is a lack of uniform standards for informa-
tion protection, and the integration of most digital
platforms is fragmented. This undoubtedly re-
duces the timeliness of responses to emergencies
and complicates coordination between central
and local authorities. Therefore, the problem lies
not only in ensuring a comprehensive approach
that combines technical, organizational, and legal
aspects, but also in guaranteeing the protection
of personal data while promoting more effective
public safety management.

Research methods and methodology.
The methodological basis of the study is a sys-
tematic approach that allows us to consider the
digitization of state security as a set of interrelat-
ed technological, legal, and organizational pro-
cesses. The scientific article uses a number of
methods, in particular:

— comparative analysis method — used to
compare national and international practices of

56

personal data protection in the field of public
security;

— system analysis — to assess the interaction
of digital platforms, information systems, and
security mechanisms.

The application of these methods will ensure a
comprehensive study of digitalization processes
and their impact on the protection of personal
information.

Disscussion. The stability of national security
depends on external and internal threats, the ef-
fectiveness of institutions, and the ability to act
transparently and responsibly. Throughout the en-
tire period of independence, the structured work
of state bodies, strict adherence to the law, and
accountability have ensured the creation of condi-
tions for economic development, public trust, and
state stability. Now, as social processes are chang-
ing, there is a need to find not only traditional
security management mechanisms, but also to
introduce digital technologies that would ensure
rapid data collection, processing, and analysis.
The growth in the volume of digital data con-
tributes to an increase in the risks arising from
unauthorised access associated with cyberattacks,
misuse of confidential information, and the intro-
duction of mechanisms for the use of intelligent
systems in real time.

Scientists N. Novikova and L. Boiko define
digitalization as a rapid process capable of influ-
encing various spheres of society. In the context
of the rapid development of innovative technol-
ogies, various digital solutions are emerging that
can modernize public administration and, thereby,
influence the protection of national security as
a whole. Digital transformation is an important
means of strengthening national security. Mod-
ern digital technologies ensure the growth of
public administration efficiency and contribute
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to political stability and the democratization of
social processes [1, p. 74].

The history of digitalization in the field of
national security is a long process of structural
changes associated with the gradual introduction
of innovative technologies to counter new forms
of threats. This trend began to take shape in the
mid-20th century, when defense systems discov-
ered computer technology. This event became the
impetus for the growth of digital security. More
than a decade has passed since the first attempts
to use basic computing systems to the modern
implementation of artificial intelligence. Given
this, the development of analytical platforms and
the formation of comprehensive cyber security
solutions have changed the approaches of states
to responding to challenges related to cyber inci-
dents [2, p. 178].

Modern models of public administration de-
fine digitalization as a key element of strategic
and operational processes. Traditional hierarchical
mechanisms based on centralized decision-making
are gradually being transformed or combined with
more flexible and adaptive approaches focused
on speed of response and efficiency. As a result of
such structural changes, digital platforms are be-
ing used to enable real-time information exchange,
support interagency interaction, and facilitate de-
cision-making based on reliable data [3, p. 110].

Researchers O.0. Sobko and O.P. Makarova
emphasize that modern technological develop-
ments and the digitization of society affect all ar-
eas of life, including public safety. At the same
time, the introduction of innovative technologies
contributes to more effective crime control, re-
duces risks associated with threats to citizens, and
promotes the proper maintenance of national se-
curity as a whole. The growth in citizen mobility
and active use of social networks is changing tra-
ditional approaches, modernizing them through
the introduction of digital technologies that are ca-
pable of ensuring timely monitoring and response
to offenses at the appropriate level, as well as in-
creasing the transparency of law enforcement ac-
tivities. Undoubtedly, the role of digital services is
significant: from reviewing appeals and providing
information on the progress of investigations to
implementing basic security measures. This pro-
cess strengthens citizens’ trust in law enforcement

agencies and their structures, enabling the latter to
work towards results. Digital platforms facilitate
the unhindered submission of complaints and the
receipt of information about offences affecting
public safety, while mobile applications help to
report new incidents in a timely manner, improv-
ing the response of law enforcement agencies and
coordinating their actions [4, p. 40].

Digital technologies currently available in the
country are one of the main tools for ensuring na-
tional security. For Ukraine, which is at war and
constantly exposed to various types of threats,
the use of innovative digital solutions opens up
opportunities to strengthen the country’s secu-
rity, including in the area of public order. The
use of digital systems in the military and civilian
spheres increases the level of protection of critical
infrastructure, the information environment, and
communication networks [5, p. 66].

Currently, digitalization is one of the main
elements of state modernization, increasing the
transparency of state mechanisms, timeliness,
and impartiality in decision-making. The gradual
growth of digital services strengthens citizens’
trust in law enforcement agencies, provides ac-
cess to information, and facilitates rapid feedback.

Scientists V.O. Kostenko, I.P. Krynychna, and
D.A. Zhurbinsky say that cybersecurity, as one
of the key areas of Ukraine’s national security,
requires a review of the regulatory framework in
order to enhance the capacity of the state cyber
system to effectively counter threats in the cur-
rent environment. During the war with Russia,
cybersecurity plays a particularly important role,
and successful repulsion of cyberattacks is only
possible with close coordination and teamwork
among all parties involved in the fight. Effective
cybersecurity is based on the comprehensive and
systematic application of administrative and legal
mechanisms in combination with professional re-
sources. Their successful combination will ensure
the success of state policy in this area.

Modern digital technologies include video
surveillance systems, automated devices, mobile
applications, facial recognition technologies, and
tools for analyzing large data sets. They influ-
ence the formation of a data-centric management
model in which management decisions are based
on timely, accurate, and structured information.
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Thus, data is a key resource that requires adequate
protection, confidentiality, and lawful use.

In wartime, special attention must be paid to
the protection of digital data. Server rooms, data
centers, and other locations where data is stored
require enhanced security and protection measures,
and the use of access control systems, compliance
with fire safety standards, and the implementation
of innovative technologies must become key re-
sources necessary for their reliable storage.

Technical support for comprehensive informa-
tion protection is also of great importance for pub-
lic safety. This includes the use of specialized soft-
ware to counter cyberattacks, means of preventing
confidential data leaks, and other cyber protection
tools. During wartime, a comprehensive approach
to the security of critical infrastructure facilities —
technical, technological, and organizational — be-
comes a priority. This includes personnel security,
the development of clear rules for interaction be-
tween departments, and ensuring the continuous
operation of key security systems [6, p. 75].

It is important for Ukraine to take into account
international experience in building cyber defense
systems. It is international best practices that
serve as the basis for improving national regula-
tory and organizational approaches, especially in
the context of hybrid warfare. The effectiveness
of administrative and legal support for cyberse-
curity is determined by the simultaneous devel-
opment of cooperation with international profes-
sional institutions and the formation of national
legislation focused on daily challenges related to
cyber defense and public safety [7, p. 228].

Let us consider the effectiveness of using inno-
vative technologies in the field of cyber protection
using the example of the world’s leading coun-
tries — Estonia, the United States, and Singapore —
identifying their secrets and how the experience
of these countries can influence Ukraine. Estonia
is an example of the successful implementation
of digital technologies in the fight against cyber-
crime. Large-scale attacks that hit the country
in 2007 forced it to look for new and improved
ways to modernize its digital infrastructure. As a
result, an effective e-government system based on
blockchain technologies was created. This tech-
nology ensured data integrity and decentralized
information processing centers, minimizing the
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risk of service interruptions during direct attacks.
The introduction of the X-Road system, which
was new at the time, helped ensure the continu-
ous exchange of data between public and private
organizations, guaranteeing the provision of nec-
essary services even when unforeseen situations
arose that threatened national security.

Without exaggeration, Estonia’s experience
has shown that by establishing a system of pro-
tection against cyber threats and creating a spe-
cialized state agency — the Estonian Information
System Authority (RIA) — the state has secured
its position as a leader in the fight against cy-
ber threats, demonstrating its cyber resilience to
the world. Today, Estonia’s experience has been
adopted by a number of other European countries
for which cyberattacks have become not just a
problem, but a threat to their financial, economic,
and political systems. The security and stability
of a state depends on the integrated functioning
of all sectors of protection.

In the United States, a comprehensive approach
to cyberattack protection is established at the na-
tional level. Founded in 2018, the Cybersecurity
and Infrastructure Security Agency (CISA) acts as
the central coordinator for the protection of crit-
ical infrastructure and digital services of govern-
ment agencies. is responsible for monitoring cyber
threats, developing security standards, responding
to cyber incidents in a timely manner, and provid-
ing support to government agencies by providing
technical assistance. Close cooperation between
government agencies and private entities facili-
tates the rapid exchange of information based on
recommendations and tools to improve security.

Singapore’s experience in creating a safe and
technologically advanced society has been de-
veloped and implemented and has become one
of the most successful projects operating in the
country. Developed as part of the national strategy,
the Smart Nation program, which began in 2014,
continues to actively implement data analytics,
Al, and digital Internet of Things technologies to
improve the quality of life of citizens, increase
economic efficiency, and optimize management
ideas. A key component of this process is the Sin-
gapore Cybersecurity Agency, created to protect
important confidential information and develop
educational programs in the field of cyber security.
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The implementation of the National Cybersecurity
Master Plan and the adoption of the Cybersecurity
Act have formed an effective regulatory framework
for preventing and responding to digital threats.

These examples illustrate different ways of in-
tegrating digital technologies into national security
while responding to the specific challenges posed
by geopolitical and technological changes in each
country. Through proactive governance models,
investments in cutting-edge technologies, and the
development of cross-sectoral cooperation, these
countries have demonstrated how digitalization
can strengthen national resilience, protect critical
assets, and ensure effective governance in the face
of future risks. The lessons learned are a valuable
guide for other countries seeking to leverage their
capabilities while minimizing the risks of digital
technologies [8, p. 177].

An analysis of the experiences of Estonia,
the United States, and Singapore suggests that
the digitization of national security is an impor-
tant element for any country, including Ukraine,
which is already gradually introducing innovative
protection technologies into the field of digitiza-
tion. These countries have successfully combined
legislative norms, modern technologies, and ef-
fective organizational models, allowing them to
respond in a timely manner to new challenges re-
lated to cybersecurity breaches. An important el-
ement of their strategies is the creation of national
digital identification systems, which would ensure
secure access to government services for citizens
and businesses. The introduction of decentral-
ized data centers and blockchain technologies can
minimize the risks associated with disruptions in
critical infrastructure and public safety. Data an-
alytics, artificial intelligence, and the Internet of
Things can be used to monitor situations and im-
prove the effectiveness of management decisions.

It is worth noting that interaction between state
bodies and the private sector increases the chances
of a rapid response to cyber threats. As a result,
such cooperation will contribute to the pooling of
resources, specialist knowledge, and technological
capabilities, facilitating more effective prevention
of cyberattacks and minimizing their consequenc-
es. In general, the experience of leading coun-
tries in the field of digital security demonstrates,
first and foremost, the importance of financing

innovative technologies and developing national
risk management mechanisms, which is one of
the main conditions for ensuring digital resilience.

For Ukraine, these developments are primarily
of practical value in terms of documenting war
crimes and protecting human rights violations
in wartime. Thanks to the use of mobile tech-
nologies, satellite monitoring, and open source
intelligence methods, such digital evidence can
play an important role in investigations and court
proceedings both in Ukraine and in international
judicial institutions, in particular the Internation-
al Criminal Court or the International Court of
Justice. In order for these materials to be legal-
ly valid and usable as evidence, their collection,
storage, processing, and presentation must be car-
ried out in accordance with internationally recog-
nized rules and standards, such as the Berkeley
Protocol on Working with Open Source Digital
Information in Investigations [9, p. 315].

Currently, the State Center for Cyber Protec-
tion SSSCZI is successfully operating in Ukraine.
This center is a state institution that is part of the
State Service for Special Communications and In-
formation Protection of Ukraine. The main tasks
of the center include:

— development and practical implementation
of an organizational and technical model of cyber
protection, which is part of the national cyberse-
curity system;

— ensuring the creation and functioning of key
components of the Secure Internet Access System
for government agencies;

— development and support of the National
Antivirus Protection System for Information
Resources;

— conducting information security and cyber
defense audits of critical information infrastruc-
ture facilities;

— creating and ensuring the operation of a sys-
tem for identifying vulnerabilities and responding
to cyber incidents and cyber attacks;

— organizing coordination between computer
emergency response teams;

— developing new scenarios for responding to
cyberattacks, searching for tools and approaches
to combat cyber incidents, and developing educa-
tional programs and training courses in the field
of cybersecurity;
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— creating and supporting a National Center for
Backing Up Public Information Resources [10].

An important step in strengthening cyber pro-
tection and cyber security was the improvement
of the legal framework in the country. In March
2025, the President of Ukraine signed the Law
of Ukraine “On Amendments to Certain Laws of
Ukraine on the Protection of Information and Cy-
ber Security of State Information Resources and
Critical Information Infrastructure Objects”. The
adopted law provides for a number of changes
and innovations, in particular:

— the formation of a new national system for
responding to cyber threats and cyber incidents,
preventing cyber attacks, etc.;

— the establishment of principles for the use
of response mechanisms in crisis situations in the
field of cybersecurity;

— establishing a clear framework for the sys-
tem of information exchange on cyber incidents,
cyber attacks, and potential cyber threats, report-
ing such incidents to special entities;

— abandoning CCSSI and defining the process
of implementing risk management measures with
support for such measures throughout the entire
life cycle of systems based on security profiles;

— introduction of a cybersecurity assessment
system — audit methods;

— establishment of full-time positions for cyber-
security managers and specialists in government
agencies and critical infrastructure facilities [11].

Cooperation with international partners in the
field of cyber defense remains important. One of
the leading partners providing assistance in this
area is the United States. The State Center for
Cyber Protection of the State Special Communi-
cations Service received equipment and software

from the US Agency for International Develop-
ment (USAID) through the USAID Project “Cy-
bersecurity of Ukraine’s Critical Infrastructure”.
This assistance has had a positive impact on the
work of the State Special Communications Ser-
vice. This assistance includes several key com-
ponents that contribute to strengthening cyber
defense in Ukraine (Table 1):

In addition, the capabilities of Ukraine’s Gov-
ernmental Computer Emergency Response Team
(CERT-UA) have been expanded through the in-
troduction of specialized software. This allows for
faster detection of new cyber threats, more effec-
tive analysis of cyber incidents, and prompt noti-
fication of government agencies and critical infra-
structure facilities about potential risks. Thanks to
the support of the USAID Project “Cybersecurity
of Ukraine’s Critical Infrastructure”, the state has
gained the ability to more effectively counter cy-
berattacks and ensure the rapid recovery of infor-
mation systems after adverse incidents [12].

The digitization of the public safety system is
a strategic factor in the development of the state,
not just a technical tool for modernization. It af-
fects the effectiveness of public administration,
the transparency of government activities, and the
level of public trust in state institutions. The use
of digital platforms helps to automate accounting,
analysis, and forecasting of events, reduce the risk
of errors, and improve the soundness of manage-
ment decisions.

The use of artificial intelligence is one of the
major innovations in cybersecurity. Network and
endpoint security are already showing significant
growth, making them the largest segments in the
Al cybersecurity market. Among the key advan-
tages of Al is the automation of routine tasks that

Table 1

Key components of international assistance in the field of
cybersecurity in Ukraine

Components of assistance

Content of assistance

Results

1 Upgrading the server equipment of
the State Cyber Security Center
systems

Modernization of the technical
infrastructure of vulnerability
detection and cyberattack response

Rapid detection of potential
threats, improved response
efficiency

Strengthening the information

2 and communication systems of

: the National Center for State
Information Resources Reservation

Strengthening ICT systems for data
storage and processing

Preservation of important
information, stable operation
of critical infrastructure
facilities.

Source: concluded by the author.
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can automatically detect and respond to violations
or anomalies without human intervention. Another
advantage is cost-effectiveness, which helps mini-
mize human error as one of the main causes of cy-
bersecurity breaches. These aspects are designed
to speed up the process of eliminating threats. Al-
though there is currently no specific legislation on
Al in Ukraine, there are a number of recommen-
dations that provide general guidelines for the im-
plementation of these technologies. In particular,
pilot projects are being implemented, such as the
Declaration on the Responsible Use of Al, ap-
proved by the Ministry of Digital Transformation.
As part of the European integration process, it is
important to take into account Ukraine’s interests
and capabilities so that it remains competitive and
can withstand external challenges.

Results. The relentless development of digital
technologies in the field of public administration
and security is creating new opportunities for ef-
fectively countering modern threats. Digital plat-
forms, analytical systems, and mobile applications
are tools for collecting, processing, and analyzing
information from external sources, ensuring a rap-
id response by law enforcement agencies. The
reliability of cyber security determines citizens’

trust in state institutions, as well as the stability
of critical infrastructure and public safety sectors.

An analysis of the experience of leading coun-
tries around the world suggests that a comprehen-
sive approach that supports legislative, organiza-
tional, and technological measures increases the
effectiveness of national security. Modernizing
software and server infrastructure will help en-
sure the rapid detection and recovery of digital
systems after cyberattacks. The professional de-
velopment of IT specialists will contribute to the
continuous functioning of digital services and
effective interaction between cyber security en-
tities. The integration of Al, blockchain, and big
data technologies will contribute to the creation
of more adaptive and resilient management sys-
tems, which are currently undergoing continuous
modernization.

Further scientific research into the effectiveness
of digital platforms and the assessment of risks to
critical infrastructure and public order should focus
on developing optimal models of interagency co-
operation, assessing potential threats in real time,
and improving regulatory and legal frameworks to
ensure the stability and security of state systems in
the context of modern societal development.
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